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Headline NEWS 
• Fortinet warns of new critical unauthenticated RCE vulnerability 
• Suspected Chinese Campaign to Persist on SonicWall Devices 
• Veeam fixes bug that lets hackers breach backup infrastructure 
• CISA warns of critical VMware RCE flaw exploited in attacks 
• Google Chrome 111 Patches 40 Vulnerabilities 
• Google removing Chrome Cleanup Tool on Windows 
• Medusa Ransomware gang posts video of data stolen from Minneapolis schools 
 

Ransomware, Malware, and Vulnerabilities News 
• 2022 Year in Review - The DFIR Report 

• Rethinking Tactics: Annual Cybersecurity Roundup 2022 - Security Roundup 

• Cyber-Threat Detections Surge 55% in 2022 

• Intel CPU vulnerabilities fixed. But should you update? 

• Apple Releases Safari Technology Preview 165 With Bug Fixes and Performance Improvements 

• Emotet malware attacks return after three-month break 

• Google Cloud Platform allows data exfiltration without a (forensic) trace 

• Tips for Investigating Cybercrime Infrastructure 

• How to prevent Microsoft OneNote files from infecting Windows with malware 

• 10 dark web monitoring tools 

• Core Members of DoppelPaymer Ransomware Gang Targeted in Germany and Ukraine 

• PoC exploit for recently patched Microsoft Word RCE is public (CVE-2023-21716) 

• DrayTek VPN routers hacked with new malware to steal data, evade detection 

• Critical Vulnerabilities Allow Hackers to Take Full Control of Wago PLCs 

• Old Windows ‘Mock Folders’ UAC bypass used to drop malware 

• Data breach exposed millions of Verizon customers' account info 

• Almost Half of Industrial Sector Computers Affected By Malware in 2022 

• Industrial sector threats on the rise: an annual overview by Kaspersky 

• DBatLoader and Remcos RAT Sweep Eastern Europe 

• Cyberattack hits major hospital in Spanish city of Barcelona 

• Acer confirms breach after 160GB of data for sale on hacking forum 

• New HiatusRAT router malware covertly spies on victims 

• Transparent Tribe Hackers Distribute CapraRAT via Trojanized Messaging Apps 

• Brazilian Conglomerate Suffers 3TB Data Breach 

• Hackers are quickly learning how to target cloud systems 

• New malware variant has “radio silence” mode to evade detection 

• Stealthy UEFI malware bypassing Secure Boot enabled by unpatchable Windows flaw 

• Remote Code Execution as a Service 

• Vulnerability in DJI drones may reveal pilot's location 

• Attack campaign uses PHP-based infostealer to target Facebook business accounts 

• Vulnerability in Toyota Management Platform Provided Access to Customer Data 

• AI-Powered 'BlackMamba' Keylogging Attack Evades Modern EDR Security 

• CISA's KEV Catalog Updated with 3 New Flaws Threatening IT Management Systems 

• 557 CVEs Added to CISA's Known Exploited Vulnerabilities Catalog in 2022 

• Exploitation of Critical Vulnerability in End-of-Life VMware Product Ongoing 

https://www.bleepingcomputer.com/news/security/fortinet-warns-of-new-critical-unauthenticated-rce-vulnerability/
https://www.mandiant.com/resources/blog/suspected-chinese-persist-sonicwall
https://www.bleepingcomputer.com/news/security/veeam-fixes-bug-that-lets-hackers-breach-backup-infrastructure/
https://www.bleepingcomputer.com/news/security/cisa-warns-of-critical-vmware-rce-flaw-exploited-in-attacks/
https://www.securityweek.com/chrome-111-patches-40-vulnerabilities/
https://9to5google.com/2023/03/08/chrome-cleanup-tool/
https://www.bleepingcomputer.com/news/security/ransomware-gang-posts-video-of-data-stolen-from-minneapolis-schools/
https://thedfirreport.com/2023/03/06/2022-year-in-review/
https://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports/roundup/rethinking-tactics-annual-cybersecurity-roundup-2022
https://www.infosecurity-magazine.com/news/cyberthreat-detections-surge-55/
https://www.malwarebytes.com/blog/news/2023/03/intel-cpu-vulnerabilities-fixed-but-should-you-update
https://www.macrumors.com/2023/03/08/apple-releases-safari-technology-preview-165/
https://www.bleepingcomputer.com/news/security/emotet-malware-attacks-return-after-three-month-break/
https://www.helpnetsecurity.com/2023/03/01/gcp-data-exfiltration/
https://blog.bushidotoken.net/2023/03/tips-for-investigating-cybercrime.html?m=1
https://www.bleepingcomputer.com/news/security/how-to-prevent-microsoft-onenote-files-from-infecting-windows-with-malware/
https://www.csoonline.com/article/3688550/10-dark-web-monitoring-tools.html
https://thehackernews.com/2023/03/core-members-of-doppelpaymer-ransomware.html?m=1
https://www.helpnetsecurity.com/2023/03/06/cve-2023-21716-poc/
https://www.bleepingcomputer.com/news/security/draytek-vpn-routers-hacked-with-new-malware-to-steal-data-evade-detection/
https://www.securityweek.com/critical-vulnerabilities-allow-hackers-to-take-full-control-of-wago-plcs/
https://www.bleepingcomputer.com/news/security/old-windows-mock-folders-uac-bypass-used-to-drop-malware/
https://www.androidpolice.com/verizon-data-breach-2023/
https://www.infosecurity-magazine.com/news/half-industrial-sector-computers/
https://usa.kaspersky.com/about/press-releases/2023_industrial-sector-threats-on-the-rise-an-annual-overview-by-kaspersky
https://www.sentinelone.com/blog/dbatloader-and-remcos-rat-sweep-eastern-europe/
https://abcnews.go.com/International/wireStory/cyberattack-hits-major-hospital-spanish-city-barcelona-97653210
https://www.bleepingcomputer.com/news/security/acer-confirms-breach-after-160gb-of-data-for-sale-on-hacking-forum/
https://blog.lumen.com/new-hiatusrat-router-malware-covertly-spies-on-victims/
https://thehackernews.com/2023/03/transparent-tribe-hackers-distribute.html?m=1
https://www.infosecurity-magazine.com/news/brazilian-conglomerate-3tb-data/
https://www.axios.com/2023/03/07/hackers-cloud-breaches-cybersecurity
https://www.bleepingcomputer.com/news/security/new-malware-variant-has-radio-silence-mode-to-evade-detection/
https://arstechnica.com/information-technology/2023/03/unkillable-uefi-malware-bypassing-secure-boot-enabled-by-unpatchable-windows-flaw/
https://earthly.dev/blog/remote-code-execution/
https://www.helpnetsecurity.com/2023/03/07/vulnerability-dji-drones-reveal-pilot-location/
https://www.csoonline.com/article/3689891/attack-campaign-uses-php-based-infostealer-to-target-facebook-business-accounts.html
https://www.securityweek.com/vulnerability-in-toyota-management-platform-provided-access-to-customer-data/
https://www.darkreading.com/endpoint/ai-blackmamba-keylogging-edr-security
https://thehackernews.com/2023/03/cisas-kev-catalog-updated-with-3-new.html
https://www.securityweek.com/557-cves-added-to-cisas-known-exploited-vulnerabilities-catalog-in-2022/
https://www.securityweek.com/exploitation-of-critical-vulnerability-in-end-of-life-vmware-product-ongoing/
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• Jenkins Security Alert: New Security Flaws Could Allow Code Execution Attacks 

• New ScrubCrypt Crypter Used in Cryptojacking Attacks Targeting Oracle WebLogic 

• WP Statistics WordPress Plugin Patches CSRF Vulnerability 

• Indigo still grappling with fallout one month after ransomware attack 

• Akamai mitigates record-breaking 900Gbps DDoS attack in Asia 

• Elementor WordPress Contact Form Plugin Vulnerability Exposes Up To 200,000 Sites 

• IceFire Ransomware Returns | Now Targeting Linux Enterprise Networks 

• Microsoft: Business email compromise attacks can take just hours 

• Hackers Exploiting Remote Desktop Software Flaws to Deploy PlugX Malware 

• Old Cyber Gang Uses New Crypter – ScrubCrypt 

• Attackers exploit APIs faster than ever before 

• Cyber attack shuts down Wilkes-Barre Area school 

• Hackers Compromised Two Large Data Centers in Asia and Leaked Major Tech Giants’ Login Credentials 

• LastPass Hack: Engineer's Failure to Update Plex Software Led to Massive Data Breach 

• AT&T alerts 9 million customers of data breach after vendor hack 

• New GoBruteforcer malware targets phpMyAdmin, MySQL, FTP, Postgres 

• New Version of Prometei Botnet Infects Over 10,000 Systems Worldwide 

• GSA misled customer agencies over Login.gov privacy standard compliance, watchdog alleges 

• Security researchers targeted with new malware via job offers on LinkedIn 

• Acronis downplays intrusion after 12GB trove leaks online 

• SEC charges Blackbaud for failing to disclose 'full impact' of ransomware attack 

• Our Daily Bread Hack Shows Nonprofits Vulnerable to Cyberattacks 

• Microsoft OneNote to get enhanced security after recent malware abuse 

• City of Ottawa and contractor victims of "phishing" scam 

 
Other News Events of Note and Interest 
• Outlook for Mac now free, Microsoft 365 subscription not needed 
• Where the New National Cybersecurity Strategy Differs From Past Practice 
• Backblaze Annual Failure Rates for SSDs in 2022: Less Than One Percent 
• NIST launches cybersecurity community of interest for small businesses 
• Removing Local Active Directory the Easy Way 
• Take Google Docs Offline to Access Your Files Anywhere 
• Microsoft Updates Teams PowerShell Module to Version 5.0 
• Migrating to Authentication Methods Policies - Happy days! 
• Nvidia Driver Bug Increases CPU Usage 
• How to roll back Nvidia driver to fix problems on Windows 11 
• Microsoft Unveils Its Own Version of Nvidia's RTX Super Resolution 
• Microsoft PowerToys 0.68.0: A breakdown of two new applications 
• Why the Floppy Disk Just Won’t Die 
• Akamai releases new threat hunting tool backed by Guardicore capabilities 
• Cobalt Strike 4.8: (System) Call Me Maybe 
• Sued by Meta, Freenom Halts Domain Registrations 
• Azure AD System-Preferred Authentication 
• Microsoft shares fix for Outlook login errors in Exchange environments 
• Microsoft 365 Apps admin center: Remote Office configuration 
• AMD fixes a driver timeout issue that led to BSOD, system freeze on Windows 10, Windows 11 

https://thehackernews.com/2023/03/jenkins-security-alert-new-security.html?m=1
https://thehackernews.com/2023/03/new-scrubcrypt-crypter-used-in.html?m=1
https://www.searchenginejournal.com/wp-statistics-wordpress-vulnerability/481821/
https://globalnews.ca/news/9535738/indigo-ransomware-attack-one-month/
https://www.bleepingcomputer.com/news/security/akamai-mitigates-record-breaking-900gbps-ddos-attack-in-asia/
https://www.searchenginejournal.com/metform-elementor-contact-form-builder-vulnerability/481713/
https://www.sentinelone.com/labs/icefire-ransomware-returns-now-targeting-linux-enterprise-networks/
https://www.bleepingcomputer.com/news/security/microsoft-business-email-compromise-attacks-can-take-just-hours/
https://thehackernews.com/2023/03/hackers-exploiting-remote-desktop.html?m=1
https://www.fortinet.com/blog/threat-research/old-cyber-gang-uses-new-crypter-scrubcrypt
https://www.helpnetsecurity.com/2023/03/08/api-threat-landscape/
https://www.pahomepage.com/news/cyber-attack-shuts-down-wilkes-barre-ctc/
https://www.cpomagazine.com/cyber-security/hackers-compromised-two-large-data-centers-in-asia-and-leaked-major-tech-giants-login-credentials/
https://thehackernews.com/2023/03/lastpass-hack-engineers-failure-to.html
https://www.bleepingcomputer.com/news/security/atandt-alerts-9-million-customers-of-data-breach-after-vendor-hack/
https://unit42.paloaltonetworks.com/gobruteforcer-golang-botnet/
https://thehackernews.com/2023/03/new-version-of-prometei-botnet-infects.html?m=1
https://fedscoop.com/gsa-login-gov-watchdog-report/
https://www.bleepingcomputer.com/news/security/security-researchers-targeted-with-new-malware-via-job-offers-on-linkedin/
https://www.theregister.com/2023/03/10/acronis_data_breach_details/
https://techcrunch.com/2023/03/10/sec-blackbaud-charged-ransomware/
https://ministrywatch.com/our-daily-bread-hack-shows-nonprofits-vulnerable-to-cyberattacks/
https://www.bleepingcomputer.com/news/microsoft/microsoft-onenote-to-get-enhanced-security-after-recent-malware-abuse/
https://www.starvedrock.media/wlpo/city-of-ottawa-and-contractor-victims-of-phishing-scam/article_a969b1a8-bf98-11ed-812d-3f3d82e420ac.html
https://www.bleepingcomputer.com/news/microsoft/outlook-for-mac-now-free-microsoft-365-subscription-not-needed/
https://www.lawfareblog.com/where-new-national-cybersecurity-strategy-differs-past-practice
https://www.tomshardware.com/news/backblaze-ssd-annual-stats-for-2022
https://fedscoop.com/nist-cybersecurity-community-of-interest/
https://www.agileit.com/news/removing-local-active-directory-the-easy-way/
https://www.cnet.com/tech/services-and-software/take-google-docs-offline-to-access-your-files-anywhere/
https://petri.com/microsoft-teams-powershell-module-5-0/
https://msendpointmgr.com/2023/03/06/migrating-to-authentication-methods/
https://www.tomshardware.com/news/nvidia-latest-drivers-increase-cpu-usage-after-closing-games
https://pureinfotech.com/rollback-nvidia-driver-fix-problems-windows-11/
https://www.tomshardware.com/news/microsoft-unveils-its-own-version-of-nvidias-rtx-super-resolution
https://www.techrepublic.com/article/microsoft-powertoys-0-68-0/
https://www.wired.com/story/why-the-floppy-disk-just-wont-die/
https://www.csoonline.com/article/3689700/akamai-releases-new-threat-hunting-tool-backed-by-guardicore-capabilities.html
https://www.cobaltstrike.com/blog/cobalt-strike-4-8-system-call-me-maybe/
https://krebsonsecurity.com/2023/03/sued-by-meta-freenom-halts-domain-registrations/
https://practical365.com/azure-ad-system-preferred-authentication/
https://www.bleepingcomputer.com/news/microsoft/microsoft-shares-fix-for-outlook-login-errors-in-exchange-environments/
https://4sysops.com/archives/microsoft-365-apps-admin-center-remote-office-configuration/
https://www.neowin.net/news/amd-fixes-a-driver-timeout-issue-that-led-to-bsod-system-freeze-on-windows-10-windows-11/
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• Raising the bar for software security: GitHub 2FA begins March 13 
• Encrypt Email in Microsoft Outlook to Safeguard your Sensitive Information 
• Enable Report Suspicious Activity in Azure AD to Stay Alerted on Suspicious MFA Requests 
• AmigaOS 3.2.2 released for those feeling nostalgic 
• ECB tells banks to run cyber stress tests after rise in hacker attacks 
• Belgium bans TikTok from government phones after U.S. and E.U. 

 
Cyber Insurance News 
• As cyber attacks on health care soar, so does the cost of cyber insurance 
• 'Skinny' Cyber-Insurance Policies Create Compliance Path 
• French Cyber Insurance Law Provokes Uncertainty 

https://github.blog/2023-03-09-raising-the-bar-for-software-security-github-2fa-begins-march-13/
https://m365scripts.com/exchange-online/encrypt-email-in-microsoft-outlook-to-safeguard-your-sensitive-information/
https://blog.admindroid.com/enable-report-suspicious-activity-in-azure-ad/
https://www.theregister.com/2023/03/08/amiga_os_322/
https://www.ft.com/content/f03d68a4-fdb9-4312-bda3-3157d369a4a6
https://www.nbcnews.com/news/world/tiktok-ban-belgium-government-phones-us-europe-bytedance-rcna74468
https://www.axios.com/2023/03/06/cyber-attacks-cost-of-cyber-insurance
https://www.darkreading.com/edge-articles/-skinny-cyber-insurance-policies-create-compliance-path
https://www.bankinfosecurity.com/french-cyber-insurance-law-provokes-uncertainty-a-21394

