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Headline NEWS 
• QNAP fixes critical bug letting hackers inject malicious code 
• Microsoft releases emergency updates to fix XPS display issues 
• Samsung Issues Fix for Dying 980 Pro SSDs 
• Exploit released for critical VMware vRealize RCE vulnerability 
• Researcher drops Lexmark RCE zero-day rather than sell vuln ‘for peanuts’ 
• High impact vulnerabilities fixed in latest Firefox release 
• Cybercrime is world’s third-largest economy thanks to booming black market 
• Microsoft OneNote, Evernote Phishing Attacks Are Threat To MSPs 
• New High-Severity Vulnerabilities Discovered in Cisco IOx and F5 BIG-IP Products 
• CISA Alert: Oracle E-Business Suite and SugarCRM Vulnerabilities Under Attack 
• Atlassian's Jira Software Found Vulnerable to Critical Authentication Vulnerability 
• GoAnywhere MFT Users Warned of Zero-Day Exploit 
• High-Severity Privilege Escalation Vulnerability Patched in VMware Workstation 
 

Ransomware, Malware, and Vulnerabilities News 
• New DDoS-as-a-Service platform used in recent attacks on hospitals 

• City of London on High Alert After Ransomware Attack 

• US, Middle Eastern allies include cyber collaboration in Abraham Accords 

• Discrepancies Discovered in Vulnerability Severity Ratings 

• Mon Dieu! Suspected French ShinyHunters gang member in the dock 

• Hacker finds bug that allowed anyone to bypass Facebook 2FA 

• GitHub says hackers cloned code-signing certificates in breached repository 

• Realtek Vulnerability Under Attack: Over 134 Million Attempts to Hack IoT Devices 

• 8x8 Incident/Compromise? 

• Anker finally comes clean about its Eufy security cameras 

• Microsoft disables verified partner accounts used for OAuth phishing 

• Microsoft: Over 100 threat actors deploy ransomware in attacks 

• Russian-backed hackers actively targeting US health care sector, HHS warns 

• Atlantic General Hospital, MD experiences ransomware event 

• Small Business Cyberattack Analysis: Most-Targeted SMBs 

• Southern Arizona’s largest school district hit by cyber attack 

• Central Okanagan School District, Canada: Everybody at risk of cyber attacks 

• Firms fear software stack breach as attack surface widens 

• Circle K US spills partial credit card details, among other sensitive data 

• PoS malware can block contactless payments to steal credit cards 

• Firmware Flaws Could Spell 'Lights Out' for Servers 

• New Nevada Ransomware targets Windows and VMware ESXi systems 

• Options trading desks 'flying blind' after derivatives platform hit by ransomware attack 

• ‘Backdoor’ to Attack Satellites: CSO Sees Cyber Risks in Space Force Ground Systems 

• LockBit has released a new variant: LockBit Green 

• Researchers Uncover New Bugs in Popular ImageMagick Image Processing Utility 

• Additional Supply Chain Vulnerabilities Uncovered in AMI MegaRAC BMC Software 

• Cyber Insights 2023: Criminal Gangs 

• OneNote documents spread malware in several countries 

• No Macro? No Worries. VSTO Being Weaponized by Threat Actors 

https://securityaffairs.com/141705/hacking/qnap-nas-vulnerable-cve-2022-27596.html?amp=1
https://www.bleepingcomputer.com/news/microsoft/microsoft-releases-emergency-updates-to-fix-xps-display-issues/
https://www.tomshardware.com/news/samsung-980-pro-ssd-failures-firmware-update
https://www.bleepingcomputer.com/news/security/exploit-released-for-critical-vmware-vrealize-rce-vulnerability/
https://portswigger.net/daily-swig/researcher-drops-lexmark-rce-zero-day-rather-than-sell-vuln-for-peanuts
https://www.mozilla.org/en-US/security/known-vulnerabilities/firefox/
https://cybernews.com/editorial/cybercrime-world-third-economy/
https://www.crn.com/news/security/microsoft-onenote-evernote-phishing-attacks-are-threat-to-msps
https://thehackernews.com/2023/02/new-high-severity-vulnerabilities.html?m=1
https://thehackernews.com/2023/02/cisa-alert-oracle-e-business-suite-and.html?m=1
https://thehackernews.com/2023/02/atlassians-jira-software-found.html
https://www.securityweek.com/goanywhere-mft-users-warned-of-zero-day-exploit/
https://www.securityweek.com/high-severity-privilege-escalation-vulnerability-patched-in-vmware-workstation/
https://www.bleepingcomputer.com/news/security/new-ddos-as-a-service-platform-used-in-recent-attacks-on-hospitals/
https://www.infosecurity-magazine.com/news/city-of-london-high-alert/
https://thehill.com/policy/cybersecurity/3838236-us-middle-eastern-allies-include-cyber-collaboration-in-abraham-accords/
https://www.darkreading.com/application-security/discrepancies-discovered-in-vulnerability-severity-ratings
https://www.theregister.com/2023/01/28/shinyhunters_sebastien_raoult/
https://techcrunch.com/2023/01/30/facebook-two-factor-bypass-bug/
https://arstechnica.com/information-technology/2023/01/github-says-hackers-cloned-code-signing-certificates-in-breached-repository/
https://thehackernews.com/2023/01/realtek-vulnerability-under-attack-134.html
https://www.reddit.com/r/msp/comments/10pfql5/8x8_incidentcompromise/?%24deep_link=true&correlation_id=c0574f5b-19af-47ba-aa1d-69c79cec5a22&post_fullname=t3_10pfql5&post_index=1&ref=email_digest&ref_campaign=email_digest&ref_source=email&utm_content=post_title&utm_medium=Email%20Amazon%20SES&%243p=e_as&_branch_match_id=976655585394401834&_branch_referrer=H4sIAAAAAAAAA22P3W6DMAyFn4bdAYVAaSdV06RprxG5iaHW8rfEiD7%2BzLrtalISnXzHx3FuzKk8t21Ga4kbSKlxFD5alV6qflDpghrKk8iYaaEATq%2FZXW57qlKvVf8ua9u25idvoheQZfuS5JS7x8BFZHdI86cbRZ3uJ03BkBVHClKOngruvZS0Gyxi0vsQlXrjvIpxNDFndMAUgyYr3BzGaZjHa92dYa6H6Qo1QGfr49lMZ4NmhL6XXIqF9bw6F8Dj3k7pvzEeJgWLd3E6ARlnUeiBnLa0YOEH1AZ8AlrC%2F26Jazb46wlc2WsTA8v3hH4%2Fw8QOvwDeIaSXbAEAAA%3D%3D
https://www.theverge.com/23573362/anker-eufy-security-camera-answers-encryption
https://www.bleepingcomputer.com/news/security/microsoft-disables-verified-partner-accounts-used-for-oauth-phishing/
https://www.bleepingcomputer.com/news/security/microsoft-over-100-threat-actors-deploy-ransomware-in-attacks/
https://thehill.com/policy/cybersecurity/3838379-russian-backed-hackers-actively-targeting-us-health-care-sector-hhs-warns/
https://www.wmdt.com/2023/01/atlantic-general-hospital-experiences-ransomware-event/
https://www.crowdstrike.com/blog/small-business-cyberattack-analysis-most-targeted-smb-sectors/
https://www.kold.com/2023/01/31/southern-arizonas-largest-school-district-hit-by-cyber-attack/
https://www.castanet.net/news/Kelowna/409118/Central-Okanagan-School-District-Everybody-at-risk-of-cyber-attacks
https://www.zdnet.com/article/firms-fear-software-stack-breach-as-attack-surface-widens/
https://cybernews.com/security/circlek-leak-credit-card-exposed/
https://www.kaspersky.com/about/press-releases/2023_tap-to-pay-insert-to-rob-cybercriminals-can-now-block-contactless-payments
https://www.darkreading.com/vulnerabilities-threats/firmware-flaws-could-spell-lights-out-for-servers
https://www.bleepingcomputer.com/news/security/new-nevada-ransomware-targets-windows-and-vmware-esxi-systems/
https://www.marketwatch.com/story/trading-desks-flying-blind-after-derivatives-platform-hit-by-ransomware-attack-11675270815
https://www.airandspaceforces.com/backdoor-to-attack-satellites-cso-highlights-ground-networks/
https://techmonitor.ai/technology/cybersecurity/lockbit-has-released-a-new-variant-lockbit-green
https://thehackernews.com/2023/02/researchers-uncover-new-bugs-in-popular.html?m=1
https://thehackernews.com/2023/02/additional-supply-chain-vulnerabilities.html
https://www.securityweek.com/cyber-insights-2023-criminal-gangs/
https://www.techrepublic.com/article/onenote-documents-spread-malware/
https://www.deepinstinct.com/blog/no-macro-no-worries-vsto-being-weaponized-by-threat-actors
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• North Korean hackers stole research data in two-month-long breach 

• Cisco fixes bug allowing backdoor persistence between reboots 

• MalVirt .NET Virtualization Thrives in Malvertising Attacks 

• Google sponsored ads malvertising targets password manager 

• ‘0ktapus’ hackers are back and targeting tech and gaming companies, says leaked report 

• Rising ‘Firebrick Ostrich’ BEC Group Launches Industrial-Scale Cyberattacks 

• Iranian OilRig Hackers Using New Backdoor to Exfiltrate Data from Govt. Organizations 

• Threat Actors Use ClickFunnels to Bypass Security Services 

• The Dangerous Consequences of Threat Actors Abusing Microsoft’s “Verified Publisher” Status 

• Ransomware targeting VMware ESXi 

• Steps to Surviving a Ransomware Attack 

• Florida hospital takes IT systems offline after cyberattack 

• Serious security hole plugged in infosec tool binwalk 

• CVE-2023-25136: Pre-Auth Double Free Vulnerability in OpenSSH Server 9.1 

• Feds say cyberattack caused suicide helpline's outage 

• JD Sports warns data of 10mn customers put at risk in cyber attack 

 
Other News Events of Note and Interest 
• Datto’s Rob Rae Jumps To Pax8: ‘Their Passion For MSP Growth Is Second To None’ 
• Until further notice, think twice before using Google to download software 
• Microsoft Unveils VALL-E, A Game-Changing TTS Language Model 
• Inside the grim world of office spyware 
• Microsoft Security Best Practice: Clean Up Active Directory Accounts with PowerShell 
• Panama’s Supreme Court to rule on cryptocurrency legislation 
• Windows Package Manager is so good I won't use anything else now 
• WAN router IP address change blamed for global Microsoft 365 outage 
• Facebook drains users' cellphone batteries intentionally says ex-employee 
• Students and professors protest TikTok bans at state schools 
• What can you do if your Facebook or Instagram account gets hacked? 
• ChatGPT just got an update that makes its responses more accurate 
• Microsoft Defender can now isolate compromised Linux endpoints 
• Internet Archive Adds Calculator Emulators 
• Backblaze Drive Stats for 2022 
• Microsoft's DirectStorage tech signals the sunset of SATA SSDs 
• ‘Cryptoqueen’ Wanted by FBI for Role in $4,000,000,000 Pyramid Scheme Sells Luxury Apartment in UK 
• Microsoft rolls out ChatGPT-powered Teams Premium 
• Microsoft 365 trial offer blocks access to Windows 10 desktops 
• TikTok opens transparency center as lawmakers weigh US ban 
• LibreOffice, the Free Office Suite, Has a Fresh New Look 
• Introducing ChatGPT Plus – a paid service 
• De-Bloated Windows 11 Build Runs on 2GB of RAM 

 
Cyber Insurance News 
• Cyber Insights 2023 – massive changes coming 
• The corporate world is losing its grip on cyber risk 

https://www.bleepingcomputer.com/news/security/north-korean-hackers-stole-research-data-in-two-month-long-breach/
https://www.bleepingcomputer.com/news/security/cisco-fixes-bug-allowing-backdoor-persistence-between-reboots/
https://www.sentinelone.com/labs/malvirt-net-virtualization-thrives-in-malvertising-attacks/
https://www.malwarebytes.com/blog/threat-intelligence/2023/01/google-sponsored-ads-malvertising-targets-password-manager
https://techcrunch.com/2023/02/02/0ktapus-hackers-are-back-and-targeting-tech-and-gaming-companies-says-leaked-report/
https://www.darkreading.com/remote-workforce/rising-firebrick-ostrich-bec-group-launches-industrial-scale-cyberattacks
https://thehackernews.com/2023/02/iranian-oilrig-hackers-using-new.html
https://www.infosecurity-magazine.com/news/threat-actors-clickfunnels-bypass/
https://www.proofpoint.com/us/blog/cloud-security/dangerous-consequences-threat-actors-abusing-microsofts-verified-publisher
https://blog.ovhcloud.com/ransomware-targeting-vmware-esxi/
https://cgnet.com/blog/steps-to-surviving-a-ransomware-attack/
https://www.bleepingcomputer.com/news/security/florida-hospital-takes-it-systems-offline-after-cyberattack/
https://portswigger.net/daily-swig/serious-security-hole-plugged-in-infosec-tool-binwalk
https://blog.qualys.com/vulnerabilities-threat-research/2023/02/03/cve-2023-25136-pre-auth-double-free-vulnerability-in-openssh-server-9-1
https://apnews.com/article/technology-health-mental-76f75061bdc4ff3c4ec024f337e9a426
https://www.ft.com/content/afe00f2f-afcd-478f-9e4d-1cf9c943fa79
https://www.crn.com/news/managed-services/datto-s-rob-rae-jumps-to-pax8-their-passion-for-msp-growth-is-second-to-none-
https://arstechnica.com/information-technology/2023/02/until-further-notice-think-twice-before-using-google-to-download-software/
https://www.infoq.com/news/2023/01/microsoft-text-to-speech-valle/
https://www.ft.com/content/0ef408e3-58ec-4191-b1dd-19ec18310c61
https://virtualizationreview.com/articles/2023/01/27/ms-security-best-practices.aspx?m=1
https://cointelegraph.com/news/panama-s-supreme-court-to-rule-on-cryptocurrency-legislation
https://www.windowscentral.com/software-apps/windows-package-manager-is-so-good-i-wont-use-anything-else-now
https://www.theregister.com/2023/01/30/wan_router_ip_address_change/
https://www.phonearena.com/news/facebook-drains-phone-batteries-intentionally_id145227
https://www.phonearena.com/news/students-revolt-tiktok-bans-state-universities_id145231
https://slate.com/technology/2023/01/instagram-facebook-meta-hacking-customer-support.html
https://www.windowscentral.com/software-apps/chatgpt-is-now-better-at-solving-math-problems
https://www.bleepingcomputer.com/news/microsoft/microsoft-defender-can-now-isolate-compromised-linux-endpoints/
https://www.extremetech.com/extreme/342716-internet-archive-adds-calculator-emulators
https://www.backblaze.com/blog/backblaze-drive-stats-for-2022/
https://www.pcworld.com/article/1486755/tested-microsofts-directstorage-tech-signals-the-sunset-of-sata-ssds.html
https://dailyhodl.com/2023/01/31/cryptoqueen-wanted-by-fbi-for-role-in-4000000000-pyramid-scheme-sells-luxury-apartment-in-uk-report/
https://www.reuters.com/technology/microsoft-rolls-out-chatgpt-powered-teams-premium-2023-02-02/
https://www.bleepingcomputer.com/news/microsoft/microsoft-365-trial-offer-blocks-access-to-windows-10-desktops/
https://www.theverge.com/2023/2/2/23583491/tiktok-transparency-center-tour-photos-bytedance
https://www.howtogeek.com/870394/libreoffice-the-free-office-suite-has-a-fresh-new-look/
https://openai.com/blog/chatgpt-plus/
https://www.tomshardware.com/news/tiny11-lean-windows-11
https://www.securityweek.com/cyber-insights-2023-cyberinsurance/
https://www.pressreader.com/singapore/the-straits-times/20230203/282140705525307

