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RED-N Managed Security 
 Weekly Update 
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Headline NEWS 
• February Patch Tuesday Updates Fix 75 Windows Vulnerabilities 
• Microsoft Patch Tuesday, February 2023 Edition 
• Apple fixes new WebKit zero-day exploited to hack iPhones, Macs 
• Apple fixes zero-day spyware implant bug – patch now! 
• Apple releases macOS Ventura 13.2.1 with bug fixes 
• CISA warns of Windows and iOS bugs exploited as zero-days 
• VMware, Windows 11 shafted by Windows Server 2022 
• Palo Alto - CVE-2023-0001 Cortex XDR Agent: Cleartext Exposure of Agent Admin Password 
• Citrix Patches High-Severity Vulnerabilities in Windows, Linux Apps 
• Critical Vulnerability Patched in Cisco Security Products 
• Fortinet fixes critical RCE flaws in FortiNAC and FortiWeb 
• Adsense abused: 11,000 sites hacked in a backdoor attack 
• Git security vulnerabilities announced 
• February 2023 Patchday: EWS problems after Exchange Server security update 
 

Ransomware, Malware, and Vulnerabilities News 
• Social security numbers exposed in N.J. school district data breach 

• Ransomware Attacks on Critical Infrastructure Fund DPRK Malicious Cyber Activities 

• DPRK hackers steal at least $630m in cryptocurrency during the year 

• LocalPotato vulnerabilities - When Swapping The Context Leads You To SYSTEM 

• Pepsi Bottling Ventures suffers data breach after malware attack 

• Technion University hacked and locked; previously unknown attackers demand 80 BTC 

• Top background check services hit by data breach 

• Four misconceptions about data exfiltration 

• With local schools increasingly under cyberattack, a new resource can help bolster defenses 

• Cloudflare blocks record-breaking 71 million RPS DDoS attack 

• Honeypot-Factory: The Use of Deception in ICS/OT Environments 

• 451 PyPI packages install Chrome extensions to steal crypto 

• Chinese phones from OnePlus, Xiaomi, and Oppo are laced with spyware 

• Employee of Pa.-based health insurer gets phished, resulting in data breach 

• Plan now to avoid a communications failure after a cyberattack 

• Spain, U.S. dismantle phishing gang that stole $5 million in a year 

• Serious Security: GnuTLS follows OpenSSL, fixes timing attack bug 

• Pig Butchering Scams Are Evolving Fast 

• Fool’s Gold: dissecting a fake gold market pig-butchering scam 

• Healthcare giant CHS reports first data breach in GoAnywhere hacks 

• Kaspersky's 2022 spam and phishing report 

• Beepin' Out of the Sandbox: Analyzing a New, Extremely Evasive Malware 

• Embattled VMware ESXi Hypervisor Flaw Exploitable in Myriad Ways 

• How to Disable/Enable the SLP service on VMware ESXi 

• EU countries told to step up defence against state hackers 

• Ransomware attacks surge against US manufacturing plants 

• Airline SAS network hit by hackers, says app was compromised 

• RedEyes hackers use new malware to steal data from Windows, phones 

• OT Network Security Myths Busted in a Pair of Hacks 

https://petri.com/windows-patch-tuesday-february-2023/
https://krebsonsecurity.com/2023/02/microsoft-patch-tuesday-february-2023-edition/
https://www.bleepingcomputer.com/news/security/apple-fixes-new-webkit-zero-day-exploited-to-hack-iphones-macs/
https://nakedsecurity.sophos.com/2023/02/14/apple-fixes-zero-day-spyware-implant-bug-patch-now/
https://9to5mac.com/2023/02/13/macos-ventura-13-2-1-update/
https://www.bleepingcomputer.com/news/security/cisa-warns-of-windows-and-ios-bugs-exploited-as-zero-days/
https://www.theregister.com/2023/02/16/microsoft_windows_server_vmware/
https://security.paloaltonetworks.com/CVE-2023-0001
https://www.securityweek.com/citrix-patches-high-severity-vulnerabilities-in-windows-linux-apps/
https://www.securityweek.com/critical-vulnerability-patched-in-cisco-security-products/
https://www.bleepingcomputer.com/news/security/fortinet-fixes-critical-rce-flaws-in-fortinac-and-fortiweb/
https://www.hackread.com/adsense-websites-hacked-backdoor-attack/
https://github.blog/2023-02-14-git-security-vulnerabilities-announced-3/
https://borncity.com/win/2023/02/17/february-2023-patchday-ews-problems-after-exchange-server-security-update/
https://www.nj.com/somerset/2023/02/social-security-numbers-exposed-in-nj-school-district-data-breach.html
https://www.cisa.gov/uscert/ncas/alerts/aa23-040a
https://gagadget.com/en/blokchejn-i-kriptovalyuty/215162-dprk-hackers-steal-at-least-630m-in-cryptocurrency-during-the-year/
https://www.localpotato.com/localpotato_html/LocalPotato.html
https://www.bleepingcomputer.com/news/security/pepsi-bottling-ventures-suffers-data-breach-after-malware-attack/
https://www.databreaches.net/technion-university-hacked-and-locked-previously-unknown-attackers-demand-80-btc/
https://www.techradar.com/news/top-background-check-services-hit-by-data-breach
https://venturebeat.com/security/4-misconceptions-about-data-exfiltration/
https://www.americancityandcounty.com/2023/02/10/with-local-schools-increasingly-under-cyberattack-a-new-resource-from-cisa-can-help-bolster-defenses/
https://www.bleepingcomputer.com/news/security/cloudflare-blocks-record-breaking-71-million-rps-ddos-attack/
https://thehackernews.com/2023/02/honeypot-factory-use-of-deception-in.html
https://www.bleepingcomputer.com/news/security/451-pypi-packages-install-chrome-extensions-to-steal-crypto/
https://www.phonearena.com/news/Chinese-phones-from-OnePlus-Xiaomi-and-Oppo-are-laced-with-spyware_id145537
https://www.pennlive.com/news/2023/02/employee-of-pa-based-health-insurer-gets-phished-resulting-in-data-breach-today-in-pa.html
https://www.csoonline.com/article/3687808/the-role-of-cisos-in-the-communication-response-following-an-incident.html
https://www.bleepingcomputer.com/news/security/spain-us-dismantle-phishing-gang-that-stole-5-million-in-a-year/
https://nakedsecurity.sophos.com/2023/02/13/serious-security-gnutls-follows-openssl-fixes-timing-attack-bug/
https://www.wired.com/story/pig-butchering-scams-evolving/
https://news.sophos.com/en-us/2023/02/13/fools-gold-dissecting-a-fake-gold-market-pig-butchering-scam/
https://www.bleepingcomputer.com/news/security/healthcare-giant-chs-reports-first-data-breach-in-goanywhere-hacks/
https://securelist.com/spam-phishing-scam-report-2022/108692/
https://minerva-labs.com/blog/beepin-out-of-the-sandbox-analyzing-a-new-extremely-evasive-malware/
https://www.darkreading.com/vulnerabilities-threats/attackers-can-exploit-flaw-in-vmware-esxi-hypervisor-in-multiple-ways
https://bobcares.com/blog/how-to-disable-enable-the-slp-service-on-vmware-esxi/
https://www.reuters.com/world/europe/eu-countries-told-step-up-defence-against-state-hackers-2023-02-14/
https://cyberscoop.com/ransomware-manufacturing-dragos/
https://www.reuters.com/business/aerospace-defense/airline-sas-suffers-cyber-attack-customer-info-leaked-2023-02-14/
https://www.bleepingcomputer.com/news/security/redeyes-hackers-use-new-malware-to-steal-data-from-windows-phones/
https://www.darkreading.com/ics-ot/ot-network-security-myths-busted-in-a-pair-of-hacks
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• Researchers Uncover 700+ Malicious Open Source Packages 

• Threat actors are using fake Emsisoft code-signing certificates to disguise their attacks 

• 13 Years Later, the Bad Bugs of DNS Linger on 

• Attacks on industrial infrastructure on the rise, defenses struggle to keep up 

• Boulder County recovers money accidentally sent to hackers 

• Hackers hit US Windows systems with "Mortal Kombat" ransomware 

• LockBit spree hits three large companies 

• Havoc Command and Control Across the Cyberspace 

• ESXiArgs ransomware fights off Team America's data recovery script 

• The return of ICEFALL: Two critical bugs revealed in Schneider Electric tech 

• Hyundai and Kia issue software upgrades to thwart killer TikTok car theft hack 

• Phishing as a Service threat research 

• After apparent hack, data from Australian tech giant Atlassian dumped online 

• Hackers backdoor Microsoft IIS servers with new Frebniis malware 

• ProxyShellMiner Campaign Creating Dangerous Backdoors 

• Ransomware attackers finding new ways to weaponize old vulnerabilities 

• Experts Warn of Surge in Multipurpose Malware 

• Burton Snowboards cancels online orders after 'cyber incident' 

• Medusa Claims PetroChina Ransomware Attack 

• Russian hacker convicted of $90 million hack-to-trade charges 

• Des Moines Public Schools says data exposed in ransomware attack 

• GoDaddy: Hackers stole source code, installed malware in multi-year breach 

• Hacker Uncovers How to Turn Traffic Lights Green With Flipper Zero 

• FBI is investigating a cybersecurity incident on its network 

• Malware delivery through Microsoft OneNote files is growing in a post-macro world 

• Vulnerabilities open Korenix JetWave industrial networking devices to attack 

• How Attackers Bypass Two-factor Authentication (2FA) 

• New WhiskerSpy malware delivered via trojanized codec installer 

• City of Oakland declares state of emergency after ransomware attack 

• Researchers unearth Windows backdoor that’s unusually stealthy 

 
Other News Events of Note and Interest 
• Windows 11 22H2 driver updates are failing left and right with 0x80070103 error 
• IPv6 is coming to Azure AD 
• Bad Firmware Update Bricks Over 30k T-Mobile Home Internet Modems 
• Microsoft is making DCOM hardening mandatory on Windows 10, 11, and Server soon 
• MFA number matching is coming is coming to Microsoft logins on February 27, 2023 
• Microsoft WinGet package manager failing from expired SSL certificate 
• Zoom, Slack Holdouts Make Office Life Miserable for Others 
• Farewell to Subversion: GitHub Sunsets Support After 13 Years 
• The best printers in 2023 | Tom's Guide 
• Opera is adding ChatGPT to its sidebar 
• Crypto Firm Paxos Faces SEC Lawsuit Over Binance USD Token 
• SEC Chief Gensler Warns Crypto Firms to Comply With Rules After Kraken Shutters US Staking Program 
• Windows 11 "System requirements not met" watermark apparently begins haunting 22H2 users now 
• Performing File-Level Backups from the Command Line 

https://www.infosecurity-magazine.com/news/researchers-700-malicious-open/
https://www.emsisoft.com/en/blog/43619/alert-threat-actors-are-using-fake-emsisoft-code-signing-certificates-to-disguise-their-attacks/
https://thenewstack.io/13-years-later-the-bad-bugs-of-dns-linger-on/
https://www.csoonline.com/article/3687814/attacks-on-industrial-infrastructure-on-the-rise-defenses-struggle-to-keep-up.html
https://www.9news.com/article/news/local/boulder-county-recovers-cyberattack/73-98742e64-a8c8-451a-b68d-8cd745d0846c
https://www.techspot.com/news/97608-hackers-hit-us-windows-systems-mortal-kombat-ransomware.html
https://techmonitor.ai/technology/cybersecurity/lockbit-spree-hits-three-large-companies
https://www.zscaler.com/blogs/security-research/havoc-across-cyberspace#analysis
https://www.theregister.com/2023/02/16/esxiargs_ransomware_variant_cisa/
https://therecord.media/schneider-electric-modicon-vulnerabilities-forescout-icefall/amp/
https://www.theregister.com/2023/02/15/hyundai_kia_software_upgrades/
https://www.cyberark.com/resources/threat-research-blog/phishing-as-a-service
https://cyberscoop.com/atlassian-hack-employee-data-seigedsec/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/frebniis-malware-iis
https://blog.morphisec.com/proxyshellminer-campaign
https://venturebeat.com/security/ransomware-attackers-finding-new-ways-to-weaponize-old-vulnerabilities/
https://www.infosecurity-magazine.com/news/experts-warn-of-surge-in/
https://www.bleepingcomputer.com/news/security/burton-snowboards-cancels-online-orders-after-cyber-incident/
https://thecyberexpress.com/medusa-claims-petrochina-ransomware-attack/
https://www.bleepingcomputer.com/news/security/russian-hacker-convicted-of-90-million-hack-to-trade-charges/
https://www.desmoinesregister.com/story/news/education/2023/02/17/des-moines-public-schools-confirms-ransomware-caused-cyberattack/69882337007/
https://www.bleepingcomputer.com/news/security/godaddy-hackers-stole-source-code-installed-malware-in-multi-year-breach/
https://www.thedrive.com/news/hacker-uncovers-how-to-turn-traffic-lights-green-with-flipper-zero
https://www.bleepingcomputer.com/news/security/fbi-is-investigating-a-cybersecurity-incident-on-its-network/
https://www.techspot.com/news/97514-malware-delivery-through-microsoft-onenote-files-growing-post.html
https://www.helpnetsecurity.com/2023/02/13/korenix-jetwave-industrial-vulnerabilities/
https://zitadel.com/blog/2fa-bypass-attacks
https://www.trendmicro.com/en_us/research/23/b/earth-kitsune-delivers-new-whiskerspy-backdoor.html
https://www.oaklandca.gov/news/2023/city-of-oakland-targeted-by-ransomware-attack-core-services-not-affected
https://arstechnica.com/information-technology/2023/02/new-backdoor-targeting-windows-servers-is-ultra-stealthy/
https://www.neowin.net/news/windows-11-22h2-driver-updates-are-failing-left-and-right-with-0x80070103-error/
https://learn.microsoft.com/en-us/troubleshoot/azure/active-directory/azure-ad-ipv6-support
https://tmo.report/2023/02/bad-firmware-update-bricks-over-30k-t-mobile-home-internet-modems/
https://www.neowin.net/news/microsoft-is-making-dcom-hardening-mandatory-on-windows-10-11-and-server-soon/
https://learn.microsoft.com/en-us/azure/active-directory/authentication/how-to-mfa-number-match
https://www.bleepingcomputer.com/news/security/microsoft-winget-package-manager-failing-from-expired-ssl-certificate/
https://www.bloomberg.com/news/articles/2023-02-10/zoom-slack-holdouts-make-office-life-miserable-for-others
https://www.infoq.com/news/2023/02/github-subversion-svn/
https://www.tomsguide.com/best-picks/best-printers
https://9to5google.com/2023/02/12/opera-chatgpt-sidebar/
https://www.wsj.com/articles/crypto-firm-paxos-faces-sec-lawsuit-over-binance-usd-token-8031e7a7
https://www.coindesk.com/policy/2023/02/10/sec-chief-gensler-warns-crypto-firms-to-comply-with-rules-after-kraken-shutters-staking-program/
https://www.neowin.net/news/windows-11-system-requirements-not-met-watermark-apparently-begins-haunting-22h2-users-now/
https://redmondmag.com/articles/2023/02/10/performing-file-level-backups-from-the-command-line.aspx?m=1
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• Samsung 990 Pro SSD firmware update should halt—but not reverse—rapid wear-out 
• Mandiant: 79 Percent Of Cybersecurity Decisions Ignore Threat Intelligence 
• X.Org Drivers Updated For Old Trident & S3 Graphics 
• Eurostar forces 'password resets' — then fails and locks users out 
• Report Reveals How US Has 'Not Advanced the Ball' on Top Cyber Risks 
• What to expect from the upcoming national cyber strategy 
• Cybersecurity High-Risk Series: Challenges in Protecting Privacy and Sensitive Data 
• 2022 ICS/OT Cybersecurity Year in Review Is Now Available 
• Microsoft: Some WSUS servers might not offer Windows 11 22H2 updates 
• Here's another good reason to keep your GeForce Experience software up to date 
• NIST's New Crypto Standard a Step Forward in IoT Security 
• You.com challenges Google, Microsoft with launch of ‘multimodal conversational AI’ in search 
• Latest WinGet 1.5 preview from Microsoft brings PowerShell module improvements, and more 
• Microsoft's Bing AI Is Leaking Maniac Alternate Personalities Named "Venom" and "Fury" 
• AMD drivers are bricking Windows 11 systems...again 
• New and Improved Message Recall Feature for Exchange Online 
• Twitter Limits SMS-Based 2-Factor Authentication to Blue Subscribers Only 
• Researchers Hijack Popular NPM Package with Millions of Downloads 

 
Cyber Insurance News 
• Ransomware attacks creating repercussions for the insurance industry 
• CFC introduces policy encryption for cyber insurance 
• Brit Renews and Expands Flagship Cyber Consortium 
• Cloud outage risk primed for parametric cyber ILS risk transfer 
• CloudCover announces the strategic partnership with Hylant Global Captive Solutions 

https://arstechnica.com/gadgets/2023/02/samsung-releases-firmware-fix-for-rapid-failure-issue-in-new-990-pro-ssds/
https://www.crn.com/news/security/mandiant-79-percent-of-cybersecurity-decisions-ignore-threat-intelligence
https://www.phoronix.com/news/xf86-video-trident-s3-2023
https://www.bleepingcomputer.com/news/security/eurostar-forces-password-resets-then-fails-and-locks-users-out/
https://www.nextgov.com/cybersecurity/2023/02/report-reveals-how-us-has-not-advanced-ball-top-cyber-risks/382906/
https://www.scmagazine.com/news/critical-infrastructure/what-to-expect-from-the-upcoming-national-cyber-strategy
https://www.gao.gov/products/gao-23-106443
https://www.dragos.com/blog/industry-news/2022-dragos-year-in-review-now-available/
https://www.bleepingcomputer.com/news/microsoft/microsoft-some-wsus-servers-might-not-offer-windows-11-22h2-updates/
https://www.pcgamer.com/heres-another-good-reason-to-keep-your-geforce-experience-software-up-to-date/
https://www.darkreading.com/ics-ot/nists-new-crypto-standard-a-step-forward-in-iot-security
https://venturebeat.com/ai/you-com-challenges-google-microsoft-launch-multimodal-conversational-ai-search/amp/#amp_tf=From%20%251%24s&aoh=16765054496119&csi=1&referrer=https%3A%2F%2Fwww.google.com
https://www.neowin.net/news/latest-winget-15-preview-from-microsoft-brings-powershell-module-improvements-and-more/
https://futurism.com/microsofts-bing-ai-leaking-maniac-alternate-personalities
https://www.techradar.com/news/amd-drivers-are-bricking-windows-11-systemsagain
https://office365itpros.com/2023/02/17/message-recall-new-version/
https://thehackernews.com/2023/02/twitter-limits-sms-based-2-factor.html?m=1
https://thehackernews.com/2023/02/researchers-hijack-popular-npm-package.html?m=1
https://www.reinsurancene.ws/ransomware-attacks-creating-repercussions-for-the-insurance-industry-coinnect/
https://www.cfcunderwriting.com/en-us/resources/news/2023/02/cfc-introduces-policy-encryption-for-cyber-insurance-in-another-market-first/
https://www.insurancejournal.com/news/international/2023/02/15/708019.htm
https://www.artemis.bm/news/cloud-outage-risk-primed-for-parametric-cyber-ils-risk-transfer-parametrix/
https://www.prnewswire.com/news-releases/cloudcover-announces-the-strategic-partnership-with-hylant-global-captive-solutions-301745559.html

