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Headline NEWS 
• Fortinet and Zoho Urge Customers to Patch Enterprise Software Vulnerabilities 
• Synology fixes maximum severity vulnerability in VPN routers 
• Qualcomm Chipsets and Lenovo BIOS Get Security Updates to Fix Multiple Flaws 
• Over 60,000 Exchange servers still vulnerable to ProxyNotShell attacks 
• Windows 7 and Windows 8 will stop getting critical security updates this week 
• Web Hackers vs. The Auto Industry: Critical Vulnerabilities in Ferrari, BMW, Rolls Royce, Porsche, and More 
• ManageEngine security advisory—Important security fix released for ManageEngine Password Manager Pro 
• US cybersecurity director: The tech ecosystem has ‘become really unsafe’ 
• Cyber highlights in the $1.7 trillion government spending bill 
 

Ransomware News 
• Ransomware gang apologizes, gives SickKids hospital free decryptor 

• CISA’s Jen Easterly wants to protect US hospitals following spate of ransomware attacks 

• Ransomware impacts over 200 Govt, Edu, Healthcare orgs in 2022 

• Ransomware gang cloned victim’s website to leak stolen data 

• Rackspace identifies hacking group responsible for early December ransomware attack 

• The Guardian newspaper offices close after ransomware attack 

• Massachusetts, Bristol Community College's computer systems hacked in ransomware attack 

• Hackers claim ransomware attack on Los Angeles housing authority 

• N.J. hospital diverting patients days after cybersecurity issue 

• Rail giant Wabtec discloses data breach after Lockbit ransomware attack 

• Bilirakis Gets RANSOMWARE Act, Proposal Protecting Consumers Online Purchases Across Finish Line 

• Massachusetts, Swansea schools shut down due to ransomware attack 

• Newly Found CatB Ransomware Uses DLL Hijacking to Evade Detection 

• Bitdefender releases free MegaCortex ransomware decryptor 

• Warning over ransomware attacks spreading via Fortinet kit 

 
Other News Events of Note 
• Outrageous Stories From Three Cyber Incident Responders 
• The Block: Bitcoin developer claims loss of $3.3 million after PGP exploit 
• Hacking Competition Reveals 63 Zero-Day Vulnerabilities 
• BlueNoroff renewed attacks: APT actor disguised as VC funds adopts new malware techniques 
• India set an 'incredibly important precedent' by banning TikTok, FCC Commissioner says 
• Cyber security professionals share their biggest lessons of 2022 
• Arlo launches new end-of-life policy for cameras 
• Bitcoin core developer claims to have lost 200+ BTC in hack 
• Hackers Using Stolen Bank Information to Trick Victims into Downloading BitRAT Malware 
• Encryption Faces an Existential Threat in Europe 
• Can these researchers help defend satellite systems targeted by hackers? 
• India Government's 2-factor authentication system 'Kavach' targeted in cyber attack 
• OpenAI's ChatGPT previews how AI can help hackers breach more networks 
• Data of over 200 million Deezer users stolen, leaks on hacking forum 
• Black Hat Flashback: The Day That Dan Kaminsky Saved the Internet 
• 2023 could be the year of public cloud repatriation, cost and complexity are driving factors 
• Five Guys Data Breach Puts HR Data Under a Heat Lamp 

https://thehackernews.com/2023/01/fortinet-and-zoho-urge-customers-to.html
https://www.bleepingcomputer.com/news/security/synology-fixes-maximum-severity-vulnerability-in-vpn-routers/
https://thehackernews.com/2023/01/qualcomm-chipsets-and-lenovo-bios-get.html
https://www.bleepingcomputer.com/news/security/over-60-000-exchange-servers-vulnerable-to-proxynotshell-attacks/
https://www.theverge.com/2023/1/3/23537688/microsoft-windows-7-8-end-of-support-security-updates
https://samcurry.net/web-hackers-vs-the-auto-industry/
https://pitstop.manageengine.com/portal/en/community/topic/manageengine-security-advisory%E2%80%94important-security-fix-released-for-manageengine-password-manager-pro-2-1-2023#:~:text=critical%20security%20vulnerability
https://finance.yahoo.com/news/us-cybersecurity-director-the-tech-ecosystem-has-become-really-unsafe-222118097.html
https://therecord.media/cyber-highlights-in-the-1-7-trillion-government-spending-bill/
https://www.bleepingcomputer.com/news/security/ransomware-gang-apologizes-gives-sickkids-hospital-free-decryptor/
https://www.foxnews.com/us/exclusive-cisas-jen-easterly-wants-protect-us-hospitals-following-spate-ransomware-attacks
https://www.bleepingcomputer.com/news/security/ransomware-impacts-over-200-govt-edu-healthcare-orgs-in-2022/
https://www.bleepingcomputer.com/news/security/ransomware-gang-cloned-victim-s-website-to-leak-stolen-data/
https://www.tpr.org/technology-entrepreneurship/2022-12-30/rackspace-identifies-hacking-group-presponsible-for-early-december-ransomware-attack
https://nypost.com/2023/01/03/the-guardian-newspaper-offices-close-after-ransomware-attack/
https://www.thesunchronicle.com/news/local_news/bristol-community-colleges-computer-systems-hacked-in-ransomeware-attack/article_31cd33a3-f58d-58ef-ab4c-00ebdc4e1afd.html
https://techcrunch.com/2023/01/03/hackers-claims-ransomware-attack-on-los-angeles-housing-authority/
https://www.nj.com/news/2023/01/nj-hospital-diverting-patients-days-after-cybersecurity-issue.html
https://www.bleepingcomputer.com/news/security/rail-giant-wabtec-discloses-data-breach-after-lockbit-ransomware-attack/
https://nationalcybersecurity.com/bilirakis-gets-ransomware-act-proposal-protecting-consumers-making-online-purchases-across-finish-line-hacking-cybersecurity-infosec-comptia-pentest-ransomware/
https://www.boston.com/news/schools/2023/01/04/swansea-schools-ransomware-cyberattack-shut-down/
https://cyware.com/news/newly-found-catb-ransomware-uses-dll-hijacking-to-evade-detection-685dd2c8
https://www.bleepingcomputer.com/news/security/bitdefender-releases-free-megacortex-ransomware-decryptor/
https://www.computerweekly.com/news/252528897/Warning-over-ransomware-attacks-spreading-via-Fortinet-kit
https://securityintelligence.com/articles/outrageous-stories-cyber-incident-responders/
https://www.theblock.co/post/198688/bitcoin-developer-pgp-exploit
https://www.counterterrorismgroup.com/post/hacking-competition-reveals-63-zero-day-vulnerabilities
https://www.itvoice.in/bluenoroff-renewed-attacks-apt-actor-disguised-as-vc-funds-adopts-new-malware-techniques
https://techcrunch.com/2023/01/01/india-set-an-incredibly-important-precedent-by-banning-tiktok-fcc-commissioner-says/
https://www.computerweekly.com/feature/Cyber-security-professionals-share-their-biggest-lessons-of-2022
https://9to5google.com/2023/01/02/arlo-end-of-life-policy/
https://cointelegraph.com/news/bitcoin-core-developer-claims-to-have-lost-200-btc-in-hack
https://thehackernews.com/2023/01/hackers-using-stolen-bank-information.html
https://www.wired.com/story/encryption-faces-an-existential-threat-in-europe/
https://www.cyberscoop.com/space-satellite-cybersecurity-sparta/
https://www.moneycontrol.com/news/business/governments-2-factor-authentication-system-kavach-targeted-in-cyber-attack-report-9803861.html
https://www.axios.com/2023/01/03/hackers-chatgpt-cybercrime-help
https://grahamcluley.com/data-of-over-200-million-deezer-users-stolen-leaks-on-hacking-forum/
https://www.darkreading.com/application-security/black-hat-flashback-dan-kaminsky-saved-internet
https://www.infoworld.com/article/3684369/2023-could-be-the-year-of-public-cloud-repatriation.html
https://www.darkreading.com/attacks-breaches/five-guys-data-breach-hr-data
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• Pupy RAT hiding under WerFault’s cover 
• New shc-based Linux Malware Targeting Systems with Cryptocurrency Miner 
• Slack's private GitHub code repositories stolen over holidays 
• Over 30 WordPress Plugins and Themes Can be Abused by New Linux Malware 
• Hundreds of WordPress sites infected by recently discovered backdoor 
• LastPass hit with class-action lawsuit over hack | Fox Business 
• Chinese Researchers Claim They Cracked Encryption with Quantum Computers 
• Microsoft shares temporary fix for ODBC database connection issues 
• Flipper Zero Phishing Attacks Eye Infosec Community 
• Bluebottle hackers used signed Windows driver in attacks on banks 
• PurpleUrchin Bypasses CAPTCHA and Steals Cloud Platform Resources 
• Unveiling of a large resilient infrastructure distributing information stealers 
• SpyNote: Spyware with RAT capabilities targeting Financial Institutions 
• Windows 11 bug is randomly freezing PCs with AMD CPUs 
• Phishing attacks are increasing and getting more sophisticated 
• Windows 11 22H2 has introduced an irritating focus bug in File Explorer 
• Another Country Is Making USB-C Mandatory on Phones 
• The Block: Compass Mining wins $1.5 million in court ruling against hosting provider 

 
Cyber Insurance News 
• Raspberry Robin Worm Evolves to Attack Financial and Insurance Sectors in Europe 
• New Biden Cybersecurity Plan Will Push Regulations, Address 3rd Party Liability 
• Keeping the Lights On: Feds Try to Get Ahead of Threats to the Grid as Cyber Insurance Premiums Jump 
• How Do Hackers Determine the Ransoms They Demand?  Check Out This Warning 
• Loss-free cyber reinsurance rates up 20% 
• Should the government contribute to the costs of cyber insurance? Experts are conflicted 

https://labs.k7computing.com/index.php/pupy-rat-hiding-under-werfaults-cover/
https://thehackernews.com/2023/01/new-shc-based-linux-malware-targeting.html
https://slack.com/intl/en-gb/blog/news/slack-security-update
https://cyware.com/news/over-30-wordpress-plugins-and-themes-can-be-abused-by-new-linux-malware-8fbd82e6
https://arstechnica.com/information-technology/2023/01/hundreds-of-wordpress-sites-infected-by-recently-discovered-backdoor/
https://www.foxbusiness.com/lifestyle/lastpass-class-action-lawsuit-hack
https://decrypt.co/118529/chinese-researchers-claim-to-have-cracked-encryption-with-quantum-computers
https://www.bleepingcomputer.com/news/microsoft/microsoft-shares-temporary-fix-for-odbc-database-connection-issues/
https://www.bitdefender.com/blog/hotforsecurity/new-flipper-zero-phishing-campaign-targets-infosec-community/
https://www.bleepingcomputer.com/news/security/bluebottle-hackers-used-signed-windows-driver-in-attacks-on-banks/
https://unit42.paloaltonetworks.com/purpleurchin-steals-cloud-resources/
https://blog.sekoia.io/unveiling-of-a-large-resilient-infrastructure-distributing-information-stealers/
https://www.threatfabric.com/blogs/spynote-rat-targeting-financial-institutions.html
https://www.techradar.com/news/windows-11-bug-is-randomly-freezing-pcs-with-amd-cpus
https://www.cnbc.com/2023/01/07/phishing-attacks-are-increasing-and-getting-more-sophisticated.html
https://betanews.com/2023/01/05/windows-11-22h2-has-introduced-an-irritating-focus-bug-in-file-explorer/
https://www.howtogeek.com/857706/another-country-is-making-usb-c-mandatory-on-phones/
https://www.theblock.co/post/198540/compass-mining-wins-1-5-million-in-court-ruling-against-hosting-provider
https://thehackernews.com/2023/01/raspberry-robin-worm-evolves-to-attack.html
https://www.washingtonpost.com/national-security/2023/01/05/biden-cyber-strategy-hacking/
https://www.utilitydive.com/news/federal-cybersecurity-focus-grows-as-distributed-resources-expand-grid-risk/639460/
https://www.govtech.com/education/higher-ed/ransomware-gang-says-it-leaked-data-from-xavier-university-students-staff
https://www.ajg.com/gallagherre/news-and-insights/2023/january/gallagher-re-first-view-market-turns/
https://cybernews.com/security/should-government-contribute-to-costs-of-cyber-insurance/

