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Headline NEWS 
• ISC Releases Security Patches for New BIND DNS Software Vulnerabilities 
• Apple fixes actively exploited iOS zero-day on older iPhones, iPads 
• iOS 16.3 fixes multiple security vulnerabilities 
• VMware fixes critical security bugs in vRealize log analysis tool 
• Ransomware access brokers use Google ads to breach your network 
• CISA: Protecting Against Malicious Use of Remote Monitoring and Management Software 
• Exploiting a Critical Spoofing Vulnerability in Windows CryptoAPI 
• GoTo’s LastPass breach keeps getting worse – more stolen 
• Realtek SDK Vulnerability Attacks Highlight IoT Supply Chain Threats 
• Lexmark warns of RCE bug affecting 100 printer models, PoC released 
• Hive Ransomware Infrastructure Seized in Joint International Law Enforcement Effort 
• AMD fixes major Windows 11 22H2 bug that led to launch failures with 23.1.2 driver 
• Microsoft urges admins to patch on-premises Exchange servers 
• Microsoft fixes Windows 11 issue behind Remote Desktop freezes 
 

Ransomware, Malware, and Vulnerabilities News 
• The Chilling Potential of ChatGPT for Criminal Activities 

• Electronic health record giant NextGen dealing with cyberattack 

• Sliver C2 Leveraged by Many Threat Actors 

• Microsoft plans to kill malware delivery via Excel XLL add-ins 

• Microsoft took its macros and went home, so miscreants turned to Windows LNK files 

• Google Ads invites being abused to push spam, adult sites 

• ShareFinder: How Threat Actors Discover File Shares 

• FanDuels warns of data breach after customer info stolen in vendor hack 

• Why PayPal Users Need to Check Their Accounts (Right Now) 

• Hackers demand millions in ransom from Arnold Clark, threaten massive upload of customer information 

• FBI Says North Korea Responsible for $100 Million Harmony Protocol Crypto Hack 

• Administrator of RSOCKS Proxy Botnet Pleads Guilty 

• DragonSpark | Attacks Evade Detection with SparkRAT and Golang Source Code Interpretation 

• Emotet Malware Makes a Comeback with New Evasion Techniques 

• Kaspersky Releases 2023 Predictions 

• Attackers Exploit Fortinet Zero-Day CVE-2022-42475 with BoldMove Malware 

• Contractor 'mistakenly' opened email starting Baltimore County school cyberattack 

• Federal agencies hacked using legitimate remote desktop tools 

• New stealthy Python RAT malware targets Windows in attacks 

• Chinese Hackers Utilize Golang Malware in DragonSpark Attacks to Evade Detection 

• The Unrelenting Menace of the LockBit Ransomware Gang 

• Over 4,500 WordPress Sites Hacked to Redirect Visitors to Sketchy Ad Pages 

• Lessons Learned from the Windows Remote Desktop Honeypot Report 

• Hilton Hotels Loyalty Program Data Breached, Info of 3.7 Million Users for Sale 

• Security Navigator Research: Some Vulnerabilities Date Back to the Last Millennium 

• Zacks Investment Research data breach affects 820,000 clients 

• Bitwarden password vaults targeted in Google ads phishing attack 

• Blank Image Attack: Blank Images Used to Evade Anti-Malware Checks 

• New Mimic Ransomware Abuses Everything APIs for its Encryption Process 

https://thehackernews.com/2023/01/isc-releases-security-patches-for-new.html?m=1
https://www.bleepingcomputer.com/news/apple/apple-fixes-actively-exploited-ios-zero-day-on-older-iphones-ipads/
https://9to5mac.com/2023/01/23/ios-16-3-security-vulnerabilities/
https://www.bleepingcomputer.com/news/security/vmware-fixes-critical-security-bugs-in-vrealize-log-analysis-tool/
https://www.bleepingcomputer.com/news/security/ransomware-access-brokers-use-google-ads-to-breach-your-network/
https://www.cisa.gov/uscert/sites/default/files/publications/aa23-025a-protecting-against-malicious-use-of-rmm-software.pdf
https://www.akamai.com/blog/security-research/exploiting-critical-spoofing-vulnerability-microsoft-cryptoapi
https://www.hackread.com/goto-lastpass-breach-customer-data-taken/
https://unit42.paloaltonetworks.com/realtek-sdk-vulnerability/
https://www.darkreading.com/cloud/critical-rce-lexmark-printer-bug-has-public-exploit
https://thehackernews.com/2023/01/hive-ransomware-infrastructure-seized.html?m=1
https://www.neowin.net/amp/amd-fixes-major-windows-11-22h2-bug-that-led-to-launch-failures-with-2312-driver/#amp_tf=From%20%251%24s&aoh=16747887734480&csi=1&referrer=https%3A%2F%2Fwww.google.com
https://www.bleepingcomputer.com/news/security/microsoft-urges-admins-to-patch-on-premises-exchange-servers/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-windows-11-issue-behind-remote-desktop-freezes/
https://metaroids.com/news/the-chilling-potential-of-chatgpt-for-criminal-activities/
https://therecord.media/electronic-health-record-giant-nextgen-dealing-with-cyberattack/
https://www.cybereason.com/blog/sliver-c2-leveraged-by-many-threat-actors
https://www.bleepingcomputer.com/news/microsoft/microsoft-plans-to-kill-malware-delivery-via-excel-xll-add-ins/
https://www.theregister.com/2023/01/23/threat_groups_malicious_lnk/
https://www.bleepingcomputer.com/news/security/google-ads-invites-being-abused-to-push-spam-adult-sites/
https://thedfirreport.com/2023/01/23/sharefinder-how-threat-actors-discover-file-shares/
https://www.bleepingcomputer.com/news/security/fanduels-warns-of-data-breach-after-customer-info-stolen-in-vendor-hack/
https://www.thestreet.com/money/pay-pal-accounts-hack-check-protect-scam-stole-social-security-number
https://cardealermagazine.co.uk/publish/hackers-demand-millions-in-ransom-from-arnold-clark-or-else-face-massive-upload-of-customer-information-to-dark-web/278120
https://gizmodo.com/fbi-north-korea-harmony-protocol-cryptocurrency-hackers-1850025945
https://krebsonsecurity.com/2023/01/administrator-of-rsocks-proxy-botnet-pleads-guilty/
https://www.sentinelone.com/labs/dragonspark-attacks-evade-detection-with-sparkrat-and-golang-source-code-interpretation/
https://thehackernews.com/2023/01/emotet-malware-makes-comeback-with-new.html?m=1
https://www.techrepublic.com/article/kaspersky-releases-2023-predictions/
https://socradar.io/attackers-exploit-fortinet-zero-day-cve-2022-42475-with-boldmove-malware/
https://foxbaltimore.com/news/local/investigative-report-released-2-years-after-baltimore-county-schools-cyberattack
https://www.bleepingcomputer.com/news/security/cisa-federal-agencies-hacked-using-legitimate-remote-desktop-tools/
https://www.bleepingcomputer.com/news/security/new-stealthy-python-rat-malware-targets-windows-in-attacks/
https://thehackernews.com/2023/01/chinese-hackers-utilize-golang-malware.html
https://www.wired.co.uk/article/lockbit-ransomware-attacks
https://thehackernews.com/2023/01/over-4500-wordpress-sites-hacked-to.html
https://www.bleepingcomputer.com/news/security/lessons-learned-from-the-windows-remote-desktop-honeypot-report/
https://thecyberexpress.com/hilton-hotels-loyalty-program-data-breached/amp/
https://thehackernews.com/2023/01/security-navigator-research-some.html
https://www.bleepingcomputer.com/news/security/zacks-investment-research-data-breach-affects-820-000-clients/
https://www.bleepingcomputer.com/news/security/bitwarden-password-vaults-targeted-in-google-ads-phishing-attack/
https://www.hackread.com/blank-image-attack-evade-anti-malware/
https://www.trendmicro.com/en_us/research/23/a/new-mimic-ransomware-abuses-everything-apis-for-its-encryption-p.html
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• Indiana, Wawasee Community Schools Responds To Ransomware Attack 

• Kelowna, Canada – Vice Society claims responsibility for Okanagan College ransomware 

• One Brooklyn Health Confirms Cyberattack, BlackCat Ransomware Claims Attack On NextGen 

• New Wave of Cyberattacks Targeting MS Exchange Servers 

• SaaS RootKit Exploits Hidden Rules in Microsoft 365 

• Uncle Sam slaps $10m bounty on Hive while Russia ban-hammers FBI, CIA 

• ChatGPT is a bigger threat to cybersecurity than most realize 

• Welcome to Goot Camp: Tracking the Evolution of GOOTLOADER Operations 

• Seven Insights From a Ransomware Negotiator 

• New 'Hook' malware allows hijacking, real-time spying on Android devices 

• Dutch hacker arrested for trying to sell the personal information of nearly every Austrian citizen 

• PlugX malware hides on USB devices to infect new Windows hosts 

 
Other News Events of Note and Interest 
• AI Passes U.S. Medical Licensing Exam 
• ChatGPT passed an MBA exam and one professor is sounding the alarm 
• Microsoft moves a step closer to replacing Windows 11 stock Mail app with the new "One Outlook" 
• The University of Florida hints at a likely TikTok ban, and other campuses may follow 
• XenServer, split from Citrix, promises per-core prices 'unlike certain other hypervisors' 
• Introducing the GitHub Bug Bounty swag store 
• Chromium’s WebRTC Zero-Day was Just the Tip of the Iceberg 
• 75k WordPress sites impacted by critical online course plugin flaws 
• Massive Ad Fraud Scheme Targeted Over 11 Million Devices with 1,700 Spoofed Apps 
• We're just shouting into the void, says US watchdog offering cybersecurity advice 
• It may be time to move on from NTFS as Microsoft is quietly enabling Windows 11 ReFS support 
• The Importance of Standardizing Azure AD Account Creation 
• Shutterstock Has Launched Its Generative AI Image Tool 
• Singularity: Here's When Humanity Will Reach It, New Data Shows 
• Vice Society Ransomware Group Targets Manufacturing Companies 
• IPv6 for Dummies: NSA pushes security manual on DoD admins 
• If your Start menu or apps are freezing up on Windows, Microsoft has a suggestion 
• Microsoft 365 outage took down Teams, Exchange Online, Outlook - globally 
• Bitwarden responds to encryption design flaw criticism 
• NIST Risk Management Framework Aims to Improve Trustworthiness of Artificial Intelligence 
• CISA publishes long-awaited K-12 cybersecurity roadmap 
• Smart ovens do really dumb stuff to check for Wi-Fi, like call Russia and China 
• Unmasking VENOM SPIDER the threat actor behind Golden Chickens MaaS 

 
Cyber Insurance News 
• Cyber Reinsurance Rates Still Growing, But Not as Fast 
• Regulator Stress Test Highlights Cyber Insurance Concerns 
• Bermuda Insurance Leader Dan Rance Joins Resilience to Accelerate Move Upmarket 
• Cyber insurance won’t save your company if it has a breach 
• What to Expect from Cyber Insurance in 2023 and Beyond 
• Beazley’s New $45m “Cyber Catastrophe Bond” May Be Sign of Things to Come 
• Cyber insurance provider Coalition approved Lloyd’s coverholder in the UK 

https://www.inkfreenews.com/2023/01/25/wawasee-community-schools-responds-to-ransomware-attack/
https://www.castanet.net/news/Kelowna/408424/International-ransomware-group-claims-responsibility-for-Okanagan-College-cyberattack
https://healthitsecurity.com/news/one-brooklyn-confirms-cyberattack-blackcat-ransomware-claims-nextgen-attack
https://www.hackread.com/ms-exchange-servers-cyberattacks/
https://www.darkreading.com/vulnerabilities-threats/saas-rootkit-exploits-hidden-rules-in-microsoft-365-
https://www.theregister.com/2023/01/27/10m_hive_reward_russia/
https://www.helpnetsecurity.com/2023/01/26/chatgpt-cybersecurity-threat/
https://www.mandiant.com/resources/blog/tracking-evolution-gootloader-operations
https://www.darkreading.com/attacks-breaches/7-insights-from-a-ransomware-negotiator
https://www.foxnews.com/tech/new-hook-malware-allows-hijacking-real-time-spying-android-devices
https://www.engadget.com/austria-hack-data-every-citizen-214002660.html
https://www.bleepingcomputer.com/news/security/plugx-malware-hides-on-usb-devices-to-infect-new-windows-hosts/
https://www.medpagetoday.com/special-reports/exclusives/102705
https://fortune.com/2023/01/21/chatgpt-passed-wharton-mba-exam-one-professor-is-sounding-alarm-artificial-intelligence/
https://mspoweruser.com/microsoft-moves-a-step-closer-to-replacing-windows-11-stock-mail-app-with-the-new-one-outlook/
https://news.wfsu.org/state-news/2023-01-21/the-university-of-florida-hints-at-a-likely-tiktok-ban-and-other-campuses-may-follow
https://www.theregister.com/2023/01/23/xenserver_independent_core_licences/
https://github.blog/2023-01-23-introducing-the-github-bug-bounty-swag-store/
https://www.spiceworks.com/it-security/vulnerability-management/guest-article/chromiums-webrtc-zero-day-was-just-the-tip-of-the-iceberg/amp/
https://www.bleepingcomputer.com/news/security/75k-wordpress-sites-impacted-by-critical-online-course-plugin-flaws/
https://thehackernews.com/2023/01/massive-ad-fraud-scheme-targeted-over.html
https://www.theregister.com/2023/01/24/gao_cybersecurity_recommendations/
https://www.neowin.net/news/it-may-be-time-to-move-on-from-ntfs-as-microsoft-is-quietly-enabling-windows-11-refs-support/
https://practical365.com/azure-ad-account-creation-standardization/
https://gizmodo.com/shutterstock-ai-art-open-ai-dall-e-1850028869
https://www.popularmechanics.com/technology/robots/a42612745/singularity-when-will-it-happen/
https://www.trendmicro.com/en_us/research/23/a/vice-society-ransomware-group-targets-manufacturing-companies.html
https://www.theregister.com/2023/01/25/nsa_ipv6_guidelines/
https://www.theregister.com/2023/01/26/microsoft_windows_clickstart/
https://www.bleepingcomputer.com/news/microsoft/microsoft-365-outage-takes-down-teams-exchange-online-outlook/
https://portswigger.net/daily-swig/bitwarden-responds-to-encryption-design-flaw-criticism
https://www.nist.gov/news-events/news/2023/01/nist-risk-management-framework-aims-improve-trustworthiness-artificial
https://statescoop.com/cisa-publishes-k12-cybersecurity-roadmap/
https://www.theregister.com/2023/01/26/smart_ovens_do_dumb_stuff/
https://www.esentire.com/web-native-pages/unmasking-venom-spider
https://seekingalpha.com/article/4572721-marsh-and-mclennan-companies-inc-mmc-q4-2022-earnings-call-transcript
https://www.infosecurity-magazine.com/news/regulator-stress-test/
https://finance.yahoo.com/news/bermuda-insurance-leader-dan-rance-141500883.html
https://www.legaldive.com/news/cyber-insurance-data-privacy-breachrx-hack-colonial-pipeline-legal-exposure/641338/
https://www.rims.org/education/online-learning/webinars/cyber-insurance-in-2023
https://www.informationweek.com/security-and-risk-strategy/what-does-a-new-45m-cyber-catastrophe-bond-mean-for-the-cyber-insurance-industry-
https://beinsure.com/news/cyber-insurance-coalition-approved-lloyds/

