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Weekly Update

Week ending November 19, 2022
Headline NEWS

Windows Kerberos authentication breaks after November updates

OOB update to address an issue with sign in and Kerberos authentication

Experts found critical RCE in Spotify’s Backstage

F5 BIG-IP and iControl REST Vulnerabilities and Exposures

Russian software disguised as American finds its way into U.S. Army, CDC apps

FBI director says he's 'extremely concerned' about China's ability to weaponize TikTok
Okta shares workaround for ongoing Microsoft 365 SSO outage

Varonis Threat Labs Discovers SQLi and Access Flaws in Zendesk

Amazon RDS snapshots allow extensive leakage of personally identifiable information
Nvidia finally fixes a major Windows 11 bug causing 100% usage on idle GeForce GPUs
Microsoft Office lets hackers execute arbitrary code, update now

Atlassian Crowd Data Center and Server 5.0 critical vulnerability
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Other News Events of Note

2022 Global Threat Report

Top cybersecurity threats for 2023

Is Your Board Prepared for New Cybersecurity Regulations?

The Shifting Role of the CISO

Android phone owner accidentally finds a way to bypass lock screen

New Quick Assist app will soon be integrated into Windows

More malware is being hidden in PNG images, so watch out

A Better Way to Resist Identity-Based Cyber Threats

Australia is considering a ban on cyber ransom payments

Microsoft fixes Windows DirectAccess connectivity issues

Whoosh confirms data breach after hackers sell 7.2M user records

Jackson, Hillsdale county Ml schools canceled Tuesday, Nov. 15, due to ransomware attack
Previously unidentified ARCrypter ransomware expands worldwide

Ransom attack cripples Vanuatu government systems, forces staff to use pen and paper
LockBit Remains Most Prolific Ransomware in Q3

Security Think Tank: Let’s be transparent about ransomware

Researchers Sound Alarm on Dangerous BatLoader Malware Dropper

5 Kali Linux tools you should learn how to use

How North Korea became a mastermind of crypto cybercrime

State-sponsored hackers in China compromise certificate authority

Transforming the Vulnerability Management Landscape - CISA

NASA helped find a network security hole in spacecraft networks

Mass Email Extortion Campaign Claims Server Hack

Disneyland Malware Team: It’s a Puny World After All

WASP malware stings Python developers

Updated RapperBot malware targets game servers in DDoS attacks

Meta’s new kill chain model tackles online threats

MFA Fatigue attacks are putting your organization at risk

MITRE Engenuity Launches Evaluations for Security Service Providers

Iranian hackers use Log4Shell to mine crypto on federal computer system

After all the Windows 11 security touting, Microsoft Defender comes last in AV-TEST's result
Microsoft Security hardening for Netlogon and Kerberos starting with November 2022 security update
Misconfigurations, Vulnerabilities Found in 95% of Applications

Microsoft has fixed bug causing Windows 10 freezes and desktop issues

QBot phishing abuses Windows Control Panel EXE to infect devices

Passkeys are here for iOS and coming soon to Android

Highly Sophisticated Phishing Scams Are Abusing Holiday Sentiment

Rufus 3.21 Beta is out with improved Windows support and several fixes

Russian Duo Indicted Over E-Book Piracy — Z-Library shut down

Researchers Quietly Cracked Zeppelin Ransomware Keys

Instagram Impersonators Target Thousands, Slipping by Microsoft's Cybersecurity
People are Still Using the Dumbest Passwords Available
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https://www.bleepingcomputer.com/news/microsoft/windows-kerberos-authentication-breaks-after-november-updates/
https://learn.microsoft.com/en-us/windows/release-health/windows-message-center#2961
https://securityaffairs.co/wordpress/138591/security/spotify-backstage-rce.html
https://www.rapid7.com/blog/post/2022/11/16/cve-2022-41622-and-cve-2022-41800-fixed-f5-big-ip-and-icontrol-rest-vulnerabilities-and-exposures/
https://www.reuters.com/technology/exclusive-russian-software-disguised-american-finds-its-way-into-us-army-cdc-2022-11-14/
https://www.cyberscoop.com/fbi-wray-tells-congress-extremely-concerned-tiktok/
https://www.bleepingcomputer.com/news/technology/okta-shares-fix-for-issue-impacting-microsoft-365-sso-logins/
https://www.varonis.com/blog/zendesk-sql-injection-and-access-flaws
https://venturebeat.com/security/amazon-rds-snapshots-allow-extensive-leakage-of-personally-identifiable-information-pii/
https://www.neowin.net/news/nvidia-finally-fixes-a-major-windows-11-bug-causing-100-usage-on-idle-geforce-gpus/
https://www.techradar.com/news/microsoft-office-lets-hackers-execute-arbitrary-code-update-now
https://confluence.atlassian.com/crowd/crowd-security-advisory-november-2022-1168866129.html
https://www.elastic.co/explore/security-without-limits/global-threat-report
https://www.techrepublic.com/article/top-cybersecurity-threats/
https://hbr.org/2022/11/is-your-board-prepared-for-new-cybersecurity-regulations
https://www.darkreading.com/careers-and-people/the-shifting-role-of-the-ciso
https://www.bleepingcomputer.com/news/security/android-phone-owner-accidentally-finds-a-way-to-bypass-lock-screen/
https://www.ghacks.net/2022/11/13/new-quick-assist-app-will-soon-be-integrated-into-windows/
https://www.techradar.com/news/more-malware-is-being-hidden-in-png-images-so-watch-out
https://www.darkreading.com/operations/a-better-way-to-resist-identity-based-cyber-threats
https://theconversation.com/australia-is-considering-a-ban-on-cyber-ransom-payments-but-it-could-backfire-heres-another-idea-194516
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-windows-directaccess-connectivity-issues/amp/
https://www.bleepingcomputer.com/news/security/whoosh-confirms-data-breach-after-hackers-sell-72m-user-records/
https://www.mlive.com/news/jackson/2022/11/jackson-hillsdale-county-schools-canceled-tuesday-nov-14-due-ransomware-attack.html
https://www.bleepingcomputer.com/news/security/previously-unidentified-arcrypter-ransomware-expands-worldwide/
https://www.smh.com.au/world/oceania/australia-called-in-to-help-after-hackers-shut-down-vanuatu-government-systems-20221114-p5by7a.html
https://www.infosecurity-magazine.com/news/lockbit-remains-most-prolific/
https://www.computerweekly.com/news/252527031/Security-Think-Tank-Lets-be-transparent-about-ransomware
https://www.darkreading.com/attacks-breaches/researchers-alarm-batloader-malware-dropper
https://www.helpnetsecurity.com/2022/11/14/kali-linux-tools/
https://arstechnica.com/information-technology/2022/11/how-north-korea-became-a-mastermind-of-crypto-cyber-crime/amp/
https://d.docs.live.net/a1e44cdde4a9c680/Documents/Network%20People/Red-N/Red-N%20Update%20-%20November-5-2022.docx
https://www.cisa.gov/blog/2022/11/10/transforming-vulnerability-management-landscape
https://www.engadget.com/nasa-u-mich-spacecraft-tte-security-vulnerability-180011765.html
https://www.infosecurity-magazine.com/news/mass-email-extortion-claims-server/
https://krebsonsecurity.com/2022/11/disneyland-malware-team-its-a-puny-world-after-all/
https://www.theregister.com/2022/11/16/wasp_python_malware_checkmarx/
https://www.bleepingcomputer.com/news/security/updated-rapperbot-malware-targets-game-servers-in-ddos-attacks/
https://www.csoonline.com/article/3680149/meta-s-new-kill-chain-model-tackles-online-threats.html
https://www.bleepingcomputer.com/news/security/mfa-fatigue-attacks-are-putting-your-organization-at-risk/
https://www.darkreading.com/risk/mitre-engenuity-launches-evaluations-security-service-providers
https://www.cyberscoop.com/iranian-hackers-log4shell-crypto/
https://www.neowin.net/news/after-all-the-windows-11-security-touting-microsoft-defender-comes-last-in-av-tests-result/
https://learn.microsoft.com/en-us/windows/release-health/windows-message-center#2952
https://www.darkreading.com/application-security/misconfigurations-vulnerabilities-found-in-95-of-applications
https://windowsreport.com/microsoft-has-fixed-bug-causing-windows-10-freezes-and-desktop-issues/
https://www.bleepingcomputer.com/news/security/qbot-phishing-abuses-windows-control-panel-exe-to-infect-devices/
https://www.komando.com/news/apples-passkeys/864789/
https://www.akamai.com/blog/security-research/sophisticated-phishing-scam-abusing-holiday-sentiment
https://www.neowin.net/news/rufus-321-beta-is-out-with-improved-windows-support-and-several-fixes/
https://www.infosecurity-magazine.com/news/russian-duo-indicted-over-ebook/
https://krebsonsecurity.com/2022/11/researchers-quietly-cracked-zeppelin-ransomware-keys/
https://www.darkreading.com/application-security/instagram-impersonators-target-thousands-microsoft-cybersecurity
https://gizmodo.com/passwords-hacker-best-passwords-cybersecurity-1849792818

