RED-N Managed Security
Weekly Update

Week ending October 22, 2022
Headline NEWS

Researchers Keep a Wary Eye on Critical New Vulnerability in Apache Commons Text (Text4Shell)
Our new scanner for Text4Shell —Silent Signal Techblog — Scanner on Github
Vulnerabilities in Cisco Identity Services Engine require your attention

Heat left by users' fingertips could help hackers crack passwords

Microsoft’s out-of-date driver list left Windows PCs open to malware attacks for years
Windows Mark of the Web bypass zero-day gets unofficial patch

Critical RCE Vulnerability Discovered in Popular Cobalt Strike Hacking Software
Zimbra Releases Patch for Actively Exploited Vulnerability in its Collaboration Suite
Microsoft fixes Windows TLS handshake failures in out-of-band updates

Microsoft shares fix for Exchange Online mailbox Autodiscover issues in Outlook
Zoom for Mac patches sneaky “spy-on-me” bug

Git local installation security vulnerabilities announced

Microsoft data breach exposes customers’ contact info, emails

Windows 10 22H2 is released, here's what we know

Featured for Cybersecurity month, CISA cybersecurity awareness website
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Other News Events of Note

Wi-Fi drones were used by hackers to penetrate a financial firm's network remotely
Windows 11 22H2 "runs like magic" on 12-year-old unsupported Intel CPU

Microsoft Places is a new app to keep track of your hybrid team

INTERPOL-led Operation Takes Down 'Black Axe' Cyber Crime Organization

Security researchers show off the RTX 4090's password cracking power

Microsoft Open-Sources its ‘Farm of the Future' Toolkit

Venus Ransomware targets publicly exposed Remote Desktop services

Malware dev claims to sell new BlackLotus Windows UEFI bootkit

New VESA standard, All DisplayPort 2.0 products are now DisplayPort 2.1

Phishing works so well criminals won't bother with deepfakes

Vinomofo data breach: 500,000 customers at risk after wine dealer hit by cyber-attack
Black Basta Ransomware Hackers Infiltrates Networks via Qakbot to Deploy Brute Ratel C4
Microsoft Defender is lacking in offline detection capabilities, says AV-Comparatives
'Fully undetectable' Windows backdoor gets detected

The WiFi Coconut is a router’s evil twin

Verizon notifies prepaid customers their accounts were breached

Privacy online just got easier with October 18 Firefox release

Microsoft gives us a first look at the new Microsoft 365 app

Deadbolt Ransomware Extorts Vendors and Customers

Hackers compromised Hong Kong govt agency network for a year

Hackers target Asian casinos in lengthy cyberespionage campaign

DuckDuckGo for Mac enters public beta, now available to everyone

Windows 11 22H2 and Nvidia drivers apparently still refusing to play nicely together
Intel sued over historic DEC chip site's future

CISA Warns of Critical Flaws Affecting Industrial Appliances from Advantech and Hitachi
Microsoft announces enterprise DDoS protection for SMBs

Russian Newspaper Reports 40% Failure Rate for Chinese Microchips

The Vice Society Ransomware Gang Thrives in a Crucial Blind Spot

USB-C can hit 120Gbps with newly published USB4 Version 2.0 spec

New Ursnif Variant Likely Shifting Focus to Ransomware and Data Theft

Windows 11's Moment 1 update is now available for download

Internet connectivity worldwide impacted by severed fiber cables in France
Cybercriminals Upping the Ante on Ransomware

BlackByte ransomware uses new data theft tool for double-extortion

A 1990s relic, floppy disks get second life at California warehouse

ScubaGear: Automation to assess the state of your M365 tenant against CISA's baselines
Your Microsoft Exchange Server |s a Security Liability

Microsoft is taking on CCleaner to help your PC in a future Windows 11 update
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https://www.darkreading.com/application-security/researchers-keep-a-wary-eye-on-critical-new-vulnerability-in-apache-commons-text
https://blog.silentsignal.eu/2022/10/18/our-new-scanner-for-text4shell/
https://www.helpnetsecurity.com/2022/10/21/cve-2022-20822-cve-2022-20959/
https://www.bitdefender.com/blog/hotforsecurity/heat-left-by-users-fingertips-could-help-hackers-crack-passwords-researchers-claim/
https://www.theverge.com/2022/10/16/23405739/microsoft-out-of-date-driver-list-windows-pcs-malware-attacks-years-byovd
https://www.bleepingcomputer.com/news/microsoft/windows-mark-of-the-web-bypass-zero-day-gets-unofficial-patch/
https://thehackernews.com/2022/10/critical-rce-vulnerability-discovered.html
https://thehackernews.com/2022/10/zimbra-releases-patch-for-actively.html
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-windows-tls-handshake-failures-in-out-of-band-updates/
https://support.microsoft.com/en-us/topic/can-t-configure-exchange-online-mailbox-in-outlook-desktop-1acf6010-b356-48da-8036-94d2625670df
https://nakedsecurity.sophos.com/2022/10/18/zoom-for-mac-patches-sneaky-spy-on-me-bug-update-now/
https://github.blog/2022-10-18-git-security-vulnerabilities-announced/
https://socradar.io/sensitive-data-of-65000-entities-in-111-countries-leaked-due-to-a-single-misconfigured-data-bucket/
https://blogs.windows.com/windowsexperience/2022/10/18/how-to-get-the-windows-10-2022-update/
https://cisa.gov/cybersecurity-awareness-month
https://www.techspot.com/news/96321-drones-helped-hackers-penetrate-financial-firm-network-remotely.html
https://www.neowin.net/news/windows-11-22h2-runs-like-magic-on-12-year-old-unsupported-intel-cpu-says-elated-user/
https://www.theverge.com/2022/10/12/23398496/microsoft-places-hybrid-remote-work-tracking-app
https://thehackernews.com/2022/10/interpol-led-operation-takes-down-black.html
https://www.techspot.com/news/96328-security-researchers-show-off-rtx-4090-password-cracking.html
https://www.marktechpost.com/2022/10/15/microsoft-open-sources-its-farm-of-the-future-toolkit-that-combines-wireless-networking-artificial-intelligence-cloud-and-edge-computing-to-develop-rich-geospatial-insights-for-agricultu/
https://www.bleepingcomputer.com/news/security/venus-ransomware-targets-publicly-exposed-remote-desktop-services/
https://www.bleepingcomputer.com/news/security/malware-dev-claims-to-sell-new-blacklotus-windows-uefi-bootkit/
https://arstechnica.com/gadgets/2022/10/all-displayport-2-0-products-are-now-displayport-2-1-vesa-says/
https://www.theregister.com/2022/10/17/phishing_beats_deepfakes/
https://www.theguardian.com/australia-news/2022/oct/18/vinomofo-data-breach-cyber-attack-hack-australian-wine-seller
https://thehackernews.com/2022/10/black-basta-ransomware-hackers.html
https://www.techspot.com/news/96341-microsoft-defender-lacking-offline-detection-capabilities-av-comparatives.html
https://www.safebreach.com/resources/blog/safebreach-labs-researchers-uncover-new-fully-undetectable-powershell-backdoor/
https://www.theverge.com/23404587/wifi-coconut-hak5-public-network-auto-join-vulnerability
https://www.bleepingcomputer.com/news/security/verizon-notifies-prepaid-customers-their-accounts-were-breached/
https://blog.mozilla.org/en/mozilla/privacy-online-just-got-easier-with-todays-firefox-release/
https://www.neowin.net/news/microsoft-gives-us-a-first-look-at-the-new-microsoft-365-app/
https://www.infosecurity-magazine.com/news/deadbolt-ransomware-extorts/
https://www.bleepingcomputer.com/news/security/hackers-compromised-hong-kong-govt-agency-network-for-a-year/
https://securelist.com/diceyf-deploys-gameplayerframework-in-online-casino-development-studio/107723/
https://spreadprivacy.com/duckduckgo-for-mac-open-beta/
https://www.neowin.net/news/windows-11-22h2-and-nvidia-drivers-apparently-still-refusing-to-play-nicely-together/
https://www.theregister.com/2022/10/19/intel_massachusetts_dec/
https://thehackernews.com/2022/10/cisa-warns-of-critical-flaws-affecting.html
https://azure.microsoft.com/en-us/blog/enterprisegrade-ddos-protection-for-smbs-now-available-in-preview/
https://www.tomshardware.com/news/chinese-microchips-40-percent-failure-for-russia
https://www.wired.com/story/vice-society-ransomware-gang/
https://arstechnica.com/gadgets/2022/10/usb-c-can-hit-120gbps-with-newly-published-usb4-version-2-0-spec/
https://thehackernews.com/2022/10/latest-ursnif-variant-shifts-focus-from.html
https://www.neowin.net/news/windows-11s-moment-1-update-is-now-available-for-download/
https://trust.zscaler.com/zscloud.net/posts/12256
https://www.secureworld.io/industry-news/cybercriminals-ransomware-email
https://www.bleepingcomputer.com/news/security/blackbyte-ransomware-uses-new-data-theft-tool-for-double-extortion/
https://www.channelnewsasia.com/business/1990s-relic-floppy-disks-get-second-life-california-warehouse-3017371
https://github.com/cisagov/ScubaGear
https://www.wired.com/story/microsoft-exchange-server-vulnerabilities/
https://www.techradar.com/news/microsoft-is-taking-on-ccleaner-to-help-your-pc-in-a-future-windows-11-update

